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(54) [MAGE PROCESSOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To keep the security of a 
service to be provided without damaging operability on 
the side of an external device by automatically 
determining the validity of certification corresponding to 
the characteristics (environment or performance) of the 
external device to access an image processor for 
providing the image processing service. 
SOLUTION: Concerning this image processor, when a 
processing request from the external device is accepted 
(S11), information related to the issue source of that 
processing request is acquired (S13) and certification is 
performed based on the acquired information (S15). At 
such a time the validity of that certification is 
determined and corresponding to the acquired 
information, the length of validity to be determined is 
changed (S18). When that certification is valid, only 
within the validity, prescribed processing corresponding 
to the accepted processing request is executed (S20). 
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[07] H 

So 

[118] H 

[H9] H 



TTPT'd M/Hwi5ffl[«6*« (BSE 



[010] HTTP/o h=/MdJ:-5««6»i* (B 
[811] BBE«aro»*^^ 6 

1-WWWf-/^ (SfttALJiaSfll) . 2-^7^- 

3"4yh7-^^f^7x-^, 4-CPU> 5 
• •ROM. 6-RAM, 7 -/x- K^V *?%kW (HD 
D) , 8 ■ — >*-7^0#§t 




J i 



S 1 2 



S 1 1 



friffi#&aw3£tfggi&i& } ^-s i 3 



S 1 7n 




s i* s r s 



S 1 6 



-S 1 8 



[112] 

A 



ROM 



RAM 



X t- A # If 



HDD 



Li 



* 7 



rv 9 



- S 1 9 



15] 



[0 3] 



04 ] 





'<X7- K 




I P7K 




suzuki 


abcOI2 


suzuki 


129. 249. r* 21 


Wed 28 May?999 19:10:21 


tanaka 


ghi345 


tanaka 


129. 249. «. 30 


Wed. 28 May1999 11:00:50 


sato 




sato 


129. 249. «. 21 


Wed, 28 Mayf999 09:21:31 


takahashi 




Takahashi 


129. 249. **. 43 


Wed, 28 MavJ999 15:45:22 


tanaka 


ghi345 


tanaka 


129.125. «. 10 


Wed. 28 May1999 09:20:00 




(0 7 1 

HTTP/1.0 401 Unauthorized 

Last-Wodif iod: Thu, 04 Jun 1999 00:00:02 JST 

Expiras: Fri. 05 Jun 1999 00:00.04 JST 

Content-Type: Text/htal 

WW-Authant i cats :Bas i c real r= "S£CflFT_PAGE* 
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[06] 
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GET /Secure/secure, ntm HTTP/1.0 

Accept: inaga/gif. inage/x-xbhnap. inage/jpag. inrage/pjpeg. */* 

Accept -Language: ja 

Aec*pt-Eneod i ng : gz i d. def I ate 

User-Agent: Mozilla/4. 0 (compatible) 

Host:wwr. tuj ixerox. co. jp 

From: aaaaagbbb. ccc. co. jp 

Proxy-Connect i on : Keep-A i i ve 



im9] 

HTTP/1. 0 200 OK 

Last-Modi fi ad: Thu, 04 Jun 1999 00:00:132 JST 
Expires: Fri, 05 Jun 1999 00:00:04 JST 
Content-Type: texi/html 



GET /Secure/secure, htm HTTP/1.0 

Accept: iraago/gi f . image/x-xbi traap. inage/jpeg. inage/pjpeg. t/* 

Accepc-Language : ja 

Accept-Errcoding:gzip. deflate 

Deer-Agent: Moz i I f a/4. 0 (compatible) 

Host: mm. fuj i xerox, co. jp 

From: aaaaaflbbb. ccc. ca. jp 

Proxy-Connection; Kaap-Alivo 

Authorization: Basic SGIfYW lE<M>«EgR29tYG== 



[HlOl 

HTTP/1. 0 403 Forbidden 
Last-Modified: Thu 04 Jun 1999 00:00:02 JST 
Expires: Fri, 05 Jun 1999 00:00:04 JSI 
Content-Type: texl/htnl 



mi i) 



• 129.249.10.1 

• 129.249.21.11 

• 128.212.41.8 
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XXX. XXX. XXX XXX 


i 




XXX. XXX. XXX ooo 


0.7 




XXX. XXX. ooo. ceo 


0.5 




XXX ooo. ooo. coo 


0.2 


2nWT 


ooo. ooo. ooo. ooo 


0 



